
10  LarsonAllen EFFECT / Fall 2003 LarsonAllen EFFECT / Fall 2003  11

A c
lea

r l
oo

k a
t b

us
ine

ss

Safeguarding Customer Information
by Scott Strothkamp

How many vehicles do you need to sell to 
net $11,000 a day in profit?

If your dealership is found to 
be in violation of the require-
ments regarding the Standards 
for Safeguarding Customer 
Information (Safeguards 
Rule), a fine in the amount 
of $11,000 per day could 
be levied against your 
dealership. 

Section 501(a) of the 
Gramm-Leach-Bliley Act and 
The Federal Trade Commission 
(FTC) have published a new rule in 
addition to the Privacy Rule called the 
“Standards for Safeguarding Customer Information.” 
Compliance with the Safeguards Rule became a 
requirement of all dealerships on May 23, 2003. The 
Privacy Rule differs from the Safeguards Rule in that the 
Privacy Rule deals with how information is shared, while 
the Safeguards Rule is concerned with how the same 
information is protected.

The FTC has determined that automobile dealerships 
are similar to financial institutions, because of their 
finance department negotiating loans with customers. 
Each dealership must develop, implement and maintain 
a written policy regarding the security of customer 
information, as well as ensure any related parties and 
affiliates maintain the same level of security. This extends 
further to include service providers, such as janitorial 
companies and record retention and disposal companies. 
These vendors must be capable of maintaining and 
complying with the same level of security your dealership 
has set forth in your written policy. 

Five elements of compliance
A dealership must have these five elements to comply 
with the Safeguards Rule:
1. An employee must be designated as the program 

coordinator.
2. Assess the internal and external risk in each area of 

your dealership (which includes employee training 
and management, computer software usage and 
preventing outside intrusions on your information 
system). 

3. Design and implement safeguards to control the risk 
identified during the risk assessment and audit the 
safeguards to ensure their effectiveness.

4. Monitor service providers to ensure they maintain 
appropriate safeguards and communicate their 
compliance in writing.

5. Constant monitoring of the dealership’s customer 

security program and adjusting the program as necessary 
based on changes in dealership operations, audits 
or technology.

All of the above services, except for the program 
coordinator, can be outsourced. The complexity of the 

dealership’s security program can vary based on 
the size of the dealership, the extent of 

the financing and leasing activi-
ties and the sensitivity of the 

customer information you 
have to protect. 

The Safeguards Rule also 
applies to insurance prod-
ucts sold at dealerships. 
However, the insurance 
products are usually gov-

erned by the state in which 
the dealership resides. It is 

recommended to consult with 
your local automobile associa-

tion to receive guidance.

Scott Strothkamp is a principal with the 
LarsonAllen Auto Dealer Group. Contact Scott at sstrothkamp
@larsonallen.com or 314/336-3698.

Benefit Plan Governance
by Anita Baker

Employer oversight of employee benefit plans is a critical 
part of managing business risk and is under more scrutiny 
in recent years due to the recent downturn in the capital 
markets and an increase in participant lawsuits. 

The Employee Retirement Income Security Act of 1974 
(ERISA) defines a fiduciary as a person, with respect to a 
plan, to the extent he or she:
• Exercises any discretionary authority/discretionary 

control over management of a plan or exercises any 
authority/control over management or disposition of 
its assets

• Renders investment advice for a fee or other compensation 
with respect to any monies or other property of such plan, 
or has any authority or responsibility to do so, or

• Has any discretionary authority or discretionary 
responsibility in the administration of the plan.

Examples of fiduciary acts include selection of fiduciaries or 
delegation of fiduciary responsibility, plan interpretation, 
determination of plan eligibility, selection of service 
providers, or determination and approval of expenses paid 
from plan assets.

A recent survey conducted of plan sponsors in the Minneapolis area by 
Towers Perrin, a benefits consulting firm, found that generally the board of 
directors or benefit administrative committee is responsible for the benefit 
plan governance.

The responsibilities of a fiduciary under ERISA are very serious and 
employers should take appropriate measures to mitigate their risk by 
establishing appropriate oversight and governance of their benefit plans.

Anita Baker is a principal with the LarsonAllen Employee Benefit Assurance 
Group. Contact Anita at abaker@larsonallen.com or 612/376-4518.

Replacing Key Employees: Part IV
by Tim Voller

In the last issue of EFFECT, we discussed the third step involved with 
replacing one of your key people. Let’s now take a look at the fourth 
step—the offer.

Previously, our discussion focused on the action of “selection.” In many 
instances, those involved with the process to this point now have a sense of 
task completion, thinking that their job was done as both parties interests 
have “peaked.” At this critical juncture, precise communications, continuity 
in terms of candidate interactions and overall timing are essential. Let’s take 
a look at considerations from both sides of the table.

From an employer’s perspective, the timing of presenting an offer is 
paramount. With references and a background investigation complete, a 
rapid succession of actions should take place that ultimately leads to the 
presentation of an offer. To that end, a clear understanding of 
responsibilities and required actions should be clearly understood by those 
involved and should answer the following:
• What approvals are required?
• How will the offer be presented?
• Who will communicate the offer? Will it be presented orally and 

then followed in writing including corporate collateral and benefit 
summaries?

• Is an at-will relationship enough or is an employment contract required?

3. Communicator: Today’s project manager must be a 
proactive, timely and concise verbal and written 
communicator, whether it is giving instructions to the 
field supervisor, documenting a change order request 
or negotiating a price increase with a supplier.

4. Collects the money: It is not enough to complete the 
work and send a bill. A project manager must see that 
receivables on his or her jobs are collected promptly. 
In most cases, this should be less than 60 days. 

5. Curious: The successful project manager seeks 
opportunities to expand his or her professional and 
technical skills. The project manager that does not 
have time or interest in learning will never keep up 
with our rapidly changing industry.

The expectations, responsibilities and authorities vary 
dramatically from organization to organization. Common 
to all is that performance in the above categories is not 
in equal proportions. As year-end approaches, evaluate 
each project manager’s capability in the above areas and 
encourage him or her to make an effort to improve in the 
area where he or she is least effective. This is a recipe for 
success that only gets better with time. 

Bob Sniegowski is a principal with the LarsonAllen 
Construction Group. Contact Bob at rsniegowski@
larsonallen.com or 612/376-4659.

What is a Seasoned Project Manager?
by R.J. (Bob) Sniegowski

Seasoned project managers are invaluable to any 
construction company, yet there is no tried-and-true 
method for developing that experience. Project managers 
garner their entry-level skills by either working their way 
up through the trades or are educated in a post-secondary 
construction management or engineering curriculum. It 
takes more than these entry-level skills to drive value for 
the enterprise, however. The recipe for a valued project 
manager needs equal proportions of the following 
“C”(sea)sonings.
1. Competitive: Many companies expect their project 

managers to estimate, negotiate and “win” the jobs 
they will manage. This takes knowledge of the 
market and an understanding of the company’s 
historical costs of performing the scope of work 
required. 

2. Cost conscious: Some project managers feel little to 
no responsibility for cost. Cost and productivity 
are perceived as the field supervisor’s problem. One 
obvious indicator is the lack of budgets in the job 
costing system.

Towers Perrin suggests these “golden rules” of 
fiduciary behavior:
• Understand what is expected from you as a fiduciary and consider 

training to familiarize yourself with your responsibility and to stay 
abreast of recent litigation and legislation

• Follow the terms of the plan document
• Monitor all decisions on an ongoing basis
• Document all decisions in writing
• Avoid conflicts of interest
• Be consistent and don’t allow exceptions to the rules
• Accurately describe delegation of duties and responsibilities in plan 

documents or minutes and confirm acceptance of such delegation
• Assume every decision will be scrutinized in court

(continued on page 12)




