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Health Care Organizations 
Under Renewed Audit Scrutiny
by Randy Romes

Hackers and organized crime groups are tar-
geting health care executives in the hopes of 
gaining access to personal information, while 
“foreign cyberthieves in Russia and China 
are increasingly trying to steal Americans’ 
health care records,” says Mark Walker of 
the U.S. Department of Homeland Security 
in a January Federal Computer Week article. 
Tools like email spear phishing, Web site 
or modem attacks, and social engineering/
pretext phone calls are all designed to harvest 
information or obtain remote access, but 
even physical intrusions by criminals posing 
as vendors, patients, or staff are becoming 
more common.

And if external threats were not enough, 
security breaches also occur when staff  
violate established policies and procedures, 
and when an organization’s policies and pro-
cedures are weak or nonexistent. 
In any case, the news reports 
of lost or stolen laptops, 
backup tapes, CDs, and 
USB/thumb drives have 
become disturbingly 
common.

To address these 
threats, the government 
has established national 
standards for the security 
of electronic health care 
information and will be 
carrying out audits through 
third-party auditors. The ini-
tial audits will focus on the 
largest entities and those with 
registered complaints.

Health care organizations can pre-
pare for these audits (and manage risk) by 
adopting a proactive security strategy of 
protection, detection, testing and validating, 
and response and remediation.

Protection
Information security standards, policies, and 
procedures form a protective foundation for 
maintaining confidentiality and integrity. 
These standards must describe how people 
are to use information and how the systems 
will manage and enforce this use. These may 

The Art of Interviewing
by Linda Rosso

Interviewing is a lot like art. While it may be intimidating at first, developing 
an appreciation for art can open your mind and encourage you to see things 
differently. Just like a good piece of art, a well-executed interview can be both 
illuminating and satisfying.

The current talent shortage is likely to get worse over the next decade, 
so finding the right employee on the first try is more crucial than ever. And 
despite these tight economic times, industries such as health care, technical 
services, and food services are still adding jobs. According to the National 
Center on Education and the Economy “by 2020, the United States will need 
14 million more college-trained workers than it will produce”.

To be successful in finding valuable talent, hiring managers need to know 
how to properly interview a candidate. A productive interview is one in which 
you learn how the candidate’s skills and experience specifically relate to your 
job opening and, just as importantly, if the candidate would be a good “fit” 
culturally.  Determining cultural fit during the interviewing process is essential 
and involves assessing how the values of the individual mesh with the values 
of the organization.

So what’s the right way to conduct an interview? Certainly building rapport 
is important, but in a tight labor market, you must also be prepared to sell 
your organization and your opportunity to the candidate. Ask yourself, “Why 
would someone want to work in this industry, for this company, or for me?” 
And remember your audience. For instance, Millennials (people born between 
1980 and 1995) are particularly interested in career development, learning 
opportunities, and flexibility.

Ideally, no one goes into a meeting without first knowing what the meeting 
is about and what needs to be accomplished. The same applies to interviews, 
but too many times a hiring manager walks into an interview without having 
looked closely at the resume and says, “Tell me about yourself.” Such a broad 
question can be confusing to the candidate and is unlikely to elicit the infor-
mation you need to make a good hiring decision.

Valuable candidates know they are expected to do their homework before an 
interview, and they’ll expect the same of the interviewer. Reviewing the resume 
and jotting down some specific questions will make the interview much more 
productive. Ask questions that will provide you with a good understanding of 
the candidate’s strengths and weaknesses. Remember to set some parameters 
at the start of the interview by telling the candidate how long you expect it to 
last, and allow some time for questions.

When you talk about the company, be honest about both its strengths and 
weaknesses, and provide examples. Often interviewers make the mistake of 
talking too much. Some talk to fill those uncomfortable silences, while others  
get caught up in trying to “sell” the position to the candidate—effectively 
eliminating the need for the candidates to “sell” themselves. 

Finally, close the interview by discussing next steps. If you have reservations 
about the candidate, talk about them. Raising your issues may resolve them or 
produce a possible solution that you might not have thought of on your own.

 Interviewing is an art, but you don’t have to be Rembrandt to get the job 
done well. Utilizing the basic tools discussed here will go a long way toward 
mastering the interview and ensuring that you commission the best talent for  
your position.

Linda Rosso is a consultant with LarsonAllen Search, LLC. Contact Linda at 
lrosso@larsonallen.com or 612-376-4539.

Health Care Spending to Reach  
49 Percent of GDP
by Joe White

In a January 2008 report, the Congressional Budget 
Office (CBO) reported that unless there is an 
unprecedented change in the long-term trend, health 
care spending will continue to significantly grow 
as a share of GDP over the coming decades. It was  
5 percent in 1965, rose to 9 percent in 1980, hit  
15 percent in 2005, and is projected to reach 26 
percent in the year 2030. According to the CBO’s 
projections, it will rise to 31 percent by 2035, 41 
percent by 2060, and 49 percent by 2082.

Who will be able to afford to spend half of his/
her income on health care? There will not be enough 
money left for food, clothing, and shelter, let alone 
$5 lattes and $100 sporting event tickets. Granted, 
the CBO is talking about the year 2082 (I will be 
124 years old and my youngest son will be 86), but 
something has to change; health care is broken.

On a per capita basis, the increase is just as alarm-
ing. In 1960, we spent $1,000 per person on health 
care (in 2005 dollars). In 2005 it was $6,700 and in 
2016 it is projected to be $13,000.

Why do health care costs keep rising?
An aging population
Although this does not account for the increased 
spending in the past, as the Baby Boomers reach 65, 
caring for our seniors is projected to be a major factor 
in the rising health care costs.

Third-party payment
The creation of Medicare, Medicaid, and employer-
provided health insurance has helped foster greater 
consumer spending. Increased demand for services 
results in higher costs.

Higher personal incomes
Higher personal incomes lead to increased spending 
on health for elective and beauty procedures.

Prices in the health care sector
The quality of health care continues to improve—
from the procedures that weren’t possible 20 years 
ago to the prescription drugs that help people live 
longer. Higher quality equals higher costs.

Administrative costs
The cost estimates for administrating insurance and 
government programs is estimated to be anywhere 
from 3 percent to 13 percent. (The range is large 
because of complexities associated with measuring 
costs and difficulty finding reliable data.)

Public policy and market corrections
The CBO report recommends some public policy approaches that could reduce the ris-
ing cost of health care:
• Give consumers readily available information about the consequences of unhealthy 

behaviors (e.g., nutritional information at restaurants).
• Provide financial incentives to encourage healthier living and to discourage unhealthy 

activities (e.g., cigarette taxes).
• Create regulatory steps to encourage healthy behavior and discourage poor health hab-

its (e.g., improved school lunches).

I believe that even more drastic changes will have to be made to reduce consumer health 
care costs, but already the markets are attempting to “correct” the situation.

Innovation
Many innovations have entered the marketplace that affect the costs of health care—
capitalism is working its magic. These innovations include retail clinics (e.g., Minute 
Clinics), consumer health care comparison Web sites (e.g., www.carol.com and Main 
Street Medica), and new technologies designed to increase physician productivity (e.g., 
Telemedicine). In addition, people are seeking care in different ways. Medical procedures 
that cost $30,000 in the United States are being performed in Thailand by former U.S. 
physicians in accredited hospitals for $3,000.

Consolidation 
If the economy worsens or interest rates climb, large health systems may begin  
merging. Michael Porter, a Harvard Business School professor and strategist, suggests 
that one of the key factors that could influence health care costs is regional specializa-
tion of health care providers. These providers will be able to increase volumes of similar 
procedures (with improved quality) while decreasing costs. This could happen as the 
larger systems continue to grow their networks. The Mayo Clinic, Cleveland Clinic, and 
other health care systems have huge endowments and continue to expand nationally and 
internationally.

I do not think it is possible for a society to spend nearly 50 percent (or 35 percent for 
that matter) of its GDP on health care. There will be drastic changes in the next 10 to 
15 years with many winners and losers. Let’s just hope that, as a society, we make sure 
the patient is a winner.

Joe White is a health care principal at LarsonAllen. Contact Joe at jpwhite@larsonallen.com 
or 612-376-4525.

Source:  www.cbo.gov/ftpdocs/89xx/doc8995/02-24-2008-NGA.pdf
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